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Dear District Educators: 

Last year, Mayor Bowser asked the DC Homeland Security and Emergency Management Agency (HSEMA) to 
work with District of Columbia Public Schools, DC Public Charter Schools, and the Metropolitan Police 
Department (MPD) to evaluate the overall preparedness posture of our District’s schools. District agencies have 
spent the last year working to fortify our school’s culture of preparedness and resilience.  

HSEMA, in conjunction with the School Safety Alliance (previously known as the Emergency Safety Alliance), is 
continuing with the tool previously created to help secure our schools—a resource packet highlighting threats to 
students and school employees. HSEMA’s intelligence bureau will disseminate these packets to highlight key 
threats and keep you aware of current issues, safety trends, and public safety resources available to your 
community. 

Below is our first installment of HSEMA’s school security packet for this school year. I encourage you to 
participate in this initiative by providing feedback and submitting requests for product topics via 
NTICPSC@dc.gov.  

The safety and security of our children and school staff is of the utmost priority for Mayor Bowser, MPD’s Chief 
Newsham, Chancellor Ferebee, and me. Our team pledges to empower you with timely and relevant information. 
We look forward to your partnership during the upcoming year. 

Respectfully,  

Dr. Christopher Rodriguez  
Director 
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Don’t Wait: Recognize and Report Indicators of School Shooters   

UNCLASSIFIED 
 

 

 

Of the 23 school shootings over the past five years in the United States, 63 percent of shooters1 

were current students at the time of the attack, according to the Naval Postgraduate School’s 

Center for Homeland Defense and Security, 

providing an opportunity for teachers and 

administrators to identify red flags and engage with 

law enforcement. Indicators for school personnel 

include: social media posts with alarming content; 

stalking or harassing behavior; increased depression; 

changes in behavior and appearance; drug use; 

expressions of suicidal thoughts; and erratic behavior.  

 

• A US Secret Service study found 93 percent of 

mass attack assailants2 made prior threatening 

comments or in some way elicited concern 

within the community before the shootings. In 

May, two students who attacked their STEM 

School in Colorado, killing one and injuring 

eight, told classmates the day before “don’t 

come to school tomorrow.”  

• Nickolas Cruz, the assailant responsible for 

killing 17 students and staff members at 

Marjory Stoneman Douglas High School in 

February 2018, had a disturbing digital 

footprint. In addition to expressing extremist 

views, Cruz made disturbing comments on 

social media, such as “I wanna shoot people with my AR-15.” He claimed he was going to 

become a “professional school shooter” and posted photos of himself with a shotgun on his 

Instagram account.  

• Mass violence in schools may be motivated by past grievances; differing ideologies or beliefs; or 

as a result of bullying. In March of 2018, Austin Wyatt Rollins, a student at Great Mills High 

School in Maryland, opened fire on a classmate. His target, who suffered fatal injuries, was a 

female with whom he had a relationship that ended before the attack. The shooter took his own 

life. 

 
1 According to the Naval Postgraduate School Center for Homeland Defense and Security an active shooter at a K-12 school is an 

individual actively engaged in killing or attempting to kill people in a populated area. 
2 According to the US Secret Service National Threat Assessment Center, a mass attack is an incident where three or more individuals 

are harmed. 

Data shows the number of school active shootings 

per year in the United States. 

(Source: Naval Postgraduate School’s Center for 

Homeland Defense and Security) 

 

Regional Perspective 

In the past five years, there have been eight 

active shooter incidents at schools in the 

National Capital Region - two in DC, four in 

Virginia, and two in Maryland.  
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The NTIC recommends the following to better protect yourself and your school against potential 

attacks: 

• Trust your instincts. If an individual demonstrates one or more of the common identifiers, report 

it. To report suspicious activity, visit iWATCH or call (202) 727-9099.  

• Utilize the District’s resources to prepare for an attack, such as AlertDC—a free emergency alert 

system—and Stop the Bleed—a campaign that trains and equips bystanders on how to handle a 

bleeding emergency.  

• Employ DC's Active Shooter Emergency Response Protocol 

o Evacuation: For use when conditions outside are safer than inside. 

o Alert Status: For use in securing access to the building, usually in a community emergency event. 

o Lockdown: For use to protect building occupants from potential dangers in the building or 

outside. 

Additional Resources:  
 

• ReadyDC’s active shooter preparedness tips 

• FBI’s Responding to an Active Shooter Crisis Situation 

• National Fire Protection Association’s Standard for an Active Shooter 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 

https://iwatchdc.org/?site=dc
https://hsema.dc.gov/page/alertdc
https://www.dhs.gov/stopthebleed
https://esa.dc.gov/sites/default/files/dc/sites/esa/publication/attachments/Revsied%20Emergency%20Response%20Protocol%20-%20Active%20Shooter%20-%20Armed%20Subject_0.pdf
https://ready.dc.gov/page/active-shooter
https://www.fbi.gov/about/partnerships/office-of-partner-engagement/active-shooter-resources/responding-to-an-active-shooter-crisis-situation
https://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-standards/detail?code=3000
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E-Cigarettes: Authorities Identify New Health Concerns for Teens 

UNCLASSIFIED 
 
 

 

Federal research and recent hospitalizations highlight the health risks of e-cigarettes use by 
adolescents that can result in long-term damage to brain development and respiratory health. 
The National Youth Tobacco Survey determined from 2017 to 2018, e-cigarette use increased 78 
percent among high-school students and 48 percent among middle-school students. In recent 
months, major producers of e-cigarettes have faced criticism from industry, government officials, 
and lawmakers and talk of stricter federal regulation is underway.  

 
• In April, the US Food and Drug Administration (FDA) 

announced an investigation into a possible connection 
between e-cigarette use and seizures, urging the public 
to report any similar symptoms after vaping. In 
August, the FDA reported it had 127 reports of 
seizures or other neurological symptoms that occurred 
between 2010 and 2019 possibly related to e-cigarette 
use—some from first-time users.  

 
• In July, eight Wisconsin teens were hospitalized with 

severely damaged lungs and related symptoms, 
including coughing, shortness of breath and fatigue—
injuries that the hospital’s chief medical officer 
attributes to vaping. All patients reported vaping in the 
weeks and months prior to hospitalization. In Illinois, 
three young people were hospitalized after vaping with 
similar symptoms. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

(Source: NPR) 

Centers for Disease Control and Prevention advises the signs and symptoms of 
nicotine poisoning include: 

• Excess oral secretions (drooling) 
• Sweating 
• Productive coughing (coughing with mucus)  
• Vomiting (common, especially among children) 
• Diarrhea 
• Abdominal cramping 
• Confusion or unawareness of surroundings, time, date, etc.  
• Convulsions (seizures) 
• Irregular heartbeat (rapid or slower-than-normal) 
• High or low blood pressure 

 
 
 
 

If you think someone is suffering from a seizure, call 911 immediately.  
For non-immediate medical emergencies from exposure or if you have questions, call 

Poison Control at 800-222-1222. 
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• Popular emojis included: the symbol of a growing heart 
reportedly indicating a minor child; a cherry or cherry 
blossom to reference virginity or breasts; and a crown 
highlighting that a minor was under house arrest or 
“owned” by a pimp or gang. 

Sex traffickers’ use of Emojis and code words to disguise their efforts to advertise and facilitate their 
activities, particularly the trafficking of children, are impeding law enforcement efforts to detect 
them. Even as law enforcement begins to uncover this hidden language, traffickers likely will 
develop new ways and vehicles to contact future sex buyers to avoid detection. Emojis are small 
digital images or icons used to express an idea or emotion in electronic communication, such as texting 
or instant messaging. Sex traffickers in the National Capital Region (NCR) and throughout the United 
States particularly target vulnerable youth—both boys and girls—on social media applications, online 
dating forums, or through advertisements online, and then coerce them into the commercial sex 
industry.

• Sex traffickers also use code words, slang and abbreviations to communicate with the victims they 
exploit and potential sex buyers. For example, a ‘lot lizard,’ describes a victim being trafficked at 
truck stops and ‘GFE’ is short for a girlfriend experience and means advertising multiple sex acts 
without a condom. 

Emojis (Source: The San Diego Union-Tribune)

Report Suspicious Activity 
• For immediate threats or emergencies call 911.
• To report in progress non-emergency suspicious activity or behavior, call (202)727-9099 or report 

online at iWATCH.
• To report a human trafficking incident, call the MPD/FBI Child Exploitation Task Force at (202) 

576-6768, OR 
• Report an incident to the National Center for Missing & Exploited Children CyberTipline.

• In 2017, researchers from San Diego State University’s Information Systems program analyzed 
8,000 online ads, discovering emojis were the primarily used to convey the type of sex services for 
sale, the age of the person being trafficked and the ability of the victim to travel. 

• According to the Roy Maas Youth Alternatives—a youth 
advocacy program—sometimes emojis are combined to 
reveal full sentences. For example, a rose, camcorder, 
growing heart, jet plane, and crown translates to ‘to pay 
money to record having sex with an underage person who 
is being trafficked by a pimp.’

Use of Emojis to Market Victims of Online Sex Trafficking 

National Capital Region 
Threat Intelligence Consortium
Intelligence Bulletin Product No. 2019-07-023

NTIC SIN NO. 6 | HSEC No. 6

July 31, 2019

UNCLASSIFIED
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Use of Emojis to Market Victims of Online Sex Trafficking 

Anatomy Individuals Sexual Acts Technology Miscellaneous

Buttocks

Minor Under 
House Arrest or 

Pimp
Sexual 

Intercourse
Send X-rated 

Photos Condom

Penis Pimp or Money Oral Sex
Make an X-rated 

Video
Dollars or “The 

Prize”

Testicles Child/Child-like Male Erection X-rated Video
Attractive or 

Sexy

Vagina Child Virgin Male Ejaculation X-rated Chat
Temporarily in 

town

Breasts, Virgin, 
and/or 

Child/Child-like
Pair of trafficked 

girls
Female 

Orgasm/Orgasm
Seeing something 

X-rated
Cocaine & 

MDMA

UNCLASSIFIED
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White Supremacist Extremist Rhetoric

UNCLASSIFIED 

Supporters of white supremacist extremists (WSEs) and the alt-right—a vague term 
encompassing a range of far-right ideologies that reject mainstream conservatism—often use 
language that camouflages discriminatory and violent sentiment towards minority populations.
The use of inconspicuous language allows supporters to build comradery and spread racist, 
xenophobic, homophobic, and anti-Semitic biases. Below is a reference list of commonly used 
words/phrases and case studies of perpetrators using the rhetoric. School personnel are 
encouraged to follow internal protocols regarding cases of hate speech in schools and reference 
the NTIC's product regarding resources for combating hate speech, bias incidents, and extremism.

TERM DESCRIPTION

CUCK 
The alt-right commonly uses this term to insult a person’s masculinity. This term has a 
sexual connotation and is generally directed at other male conservatives that fail to embrace 
racism and anti-Semitism.

S.J.W. An abbreviation for “social justice warrior.” Far-right extremists use this term to describe 
someone advocating for liberal or progressive political issues. 

BEANERS An offensive term referring to Latin Americans.

GTKRWN An abbreviation for “Gas the kikes, race war now.” 

((( WORD ))) Called the echo, far-right extremists use multiple parentheses to identify a name or 
organization affiliated with the Jewish religion. 

FASH /
FASHY 

A term that is short for fascist.

NOG A racial slur targeting black men and women.

NORMIE People unfamiliar with or not involved with the alt-right movement.

SHOAH 
A word meaning calamity in Hebrew, far-right extremists use the term to refer to the 
Holocaust. They also use it to refer to a minor inconvenience, for example when a far-right 
member’s social media account is suspended. 

BOWL 
PATROL  

Followers of Dylann Roof, the white supremacist who killed parishioners in a church in 
Charleston, SC, in 2015. 

REDPILL
A term often used in the alt-right online community referring to accepting the truth and 
seeing how things “really are.”

BOWL PILL A play on the term “redpill,” referring to support of Roof’s ideology. 

DINDU A racial epithet used to describe people of color, specifically young, black men. 

ACAB An abbreviation for “all cops are bastards” used by skinheads and other anti-law 
enforcement groups.

Please note, these words are not used exclusively by WSEs and have been used by other ideologies and 
individuals. 
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DC Case Studies

Christopher Paul Hasson, a US Coast Guard lieutenant and self-proclaimed white nationalist living in Silver 
Spring, MD, was charged in February with stockpiling weapons and drugs, after authorities uncovered his plan 
to attack prominent Democratic journalists, lawmakers, and politicians, according to court documents. Hasson 
frequently referenced Breivik’s manifesto in planning his attack, using Breivik’s methods to create a list of 
potential targets. In May, a judge ordered him to remain in jail pending his trial. 

Jeffrey R. Clark, Jr, a self-avowed white nationalist living in DC, was arrested in November 2018 after family 
members alerted the FBI of his increasingly violent white supremacist views. Clark was involved with the white 
nationalist movement and fantasized about killing minorities. He connected on the social media site Gab with 
the Pittsburgh synagogue shooter prior to the attack. Clark later told his family that the victims at the synagogue 
“deserved it.” Upon investigation, authorities found four registered weapons and one unregistered, as well as, 
ballistic vests, converter kits, and gas masks. Clark plead guilty to a federal gun charge and faces a maximum of 
10 years in prison. 

Screengrab of Jeffrey Clark’s Gab post, demonstrating the use of the 
word bowl pill

Excerpt taken from Hasson’s manifesto, showing use of the echo
Christopher Paul Hasson

Jeffrey R. Clark, Jr.
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Securing Privacy Online: The “FaceApp Challenge” 

UNCLASSIFIED

A recent social media trend—the “FaceApp Challenge”—is raising questions about data 
privacy risks posed from sharing information with the Russia-based company, FaceApp, and 
underscores the need for the public to thoroughly read terms of service and privacy policies 
before using this, or any, application. FaceApp, which has attracted at least 80 million users 
worldwide, uses artificial intelligence on remote servers to alter an uploaded photo of a face so it 
appears to have aged. The outcry over FaceApp follows growing consumer concerns about the 
broad privacy and terms of use policies that allow Internet-based companies to use applications
to track and/or sell user data to third parties. Companies purchase this type of data to gain 
insights into consumers’ behavior and preferences, valuable for marketing and sales purposes.  

• FaceApp’s CEO claims the data is stored on US-
based servers of companies such as Amazon.
However, FaceApp’s terms of use allow the
company “perpetual” and “irrevocable” access to
uploaded content and to transfer and store user
data in the United States and other countries or
anywhere there is a FaceApp facility. This
provision could allow foreign governments,
including Russia and its intelligence services, or
other third parties to gain access to US citizens’
user data.

• Company officials say FaceApp does not share
data for ad-targeting purposes, but rather, the
company earns its revenue through paid
subscriptions for premium features. However,
FaceApp’s privacy policy specifically mentions
the company may share certain information with
third party ad networks, suggesting user data
could be sold for advertising purposes.

• When users upload facial images to FaceApp,
they relinquish control of sensitive biometric data
to a program that does not require explicit consent
to reuse their image, potentially placing users at
risk for identity theft.

Editing photos with FaceApp uploads 
user data to remote servers

(Source: Impact)
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Protect Yourself When Using Applications

The NTIC recommends residents use the following guidelines to protect their data while using online applications.

                                             

Additional Safety Practices
• Read the terms of service and privacy policy prior to using any application.
• Download a “Firewall” application such as Guardian Mobile Firewall to prevent data from leaving your phone.
• Delete any applications with concerning privacy policies.

(Source: iGeeks)

(Source: Gadgets to Use)

Deleting the application does not prevent 
FaceApp from using data already uploaded.
If you have already downloaded and used 
FaceApp, FaceApp accepts formal requests 
to delete data retroactively. Within the 
application: Settings> Report a bug and 
send logs > Use the word “privacy” in the 
subject line. Users may also email 
support@faceapp.com.

Revoke an application’s access to personal
information or a feature such as your camera 
or location. On an iPhone visit, Settings>
Privacy> Camera (toggle on or off). On an 
Android visit, Settings> Apps> Configure 
Apps or App Settings> App Permissions.

Limit ad tracking. On an iPhone visit,
Settings > Privacy > Advertising > Limit Ad 
Tracking. On an Android visit, Settings > 
Google > Ads > Turn on Opt Out of Ads 
Personalization. 

(Source: BytesIn)
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Update: Atlantic Hurricane Outlook and Flooding Threat

UNCLASSIFIED 

 

The recent National Oceanic and Atmospheric Administration (NOAA) increase to the
number of storms expected over the Atlantic Ocean this season does not appreciably alter the 
National Capital Region’s (NCR) level of risk from hurricanes.

• On August 8, NOAA announced a chance for an above-normal hurricane season, with an 
expected 10 to 17 storms. In May, NOAA originally predicted nine to 15 storms.

• The change is mainly in reference to the number of category 1 and 2 hurricanes (winds of 
74 mph or greater); there is no change to number of 3, 4, or 5 category hurricanes
previously predicted (winds of 111 mph or higher).

According to the National Weather Service Baltimore/Washington Office, a forecast for an
“active” or “quiet” Atlantic hurricane season has little bearing on whether the storms that 
develop in the Atlantic will track over the NCR.

• Location of storm track cannot be determined weeks or months in advance. 
• Both landfalling hurricanes, and remnant storms that made landfall elsewhere in the 

nation, can be a risk to the NCR.
• The NCR has the greatest risk of these storms from mid-August through mid-October. 

Flash flooding is one of the threats to the NCR during hurricane season. Flash floods, also 
known as interior floods, occur when heavy rainfall cannot be absorbed by the ground and 
overwhelms the drainage system. Urban development, weather conditions, local landscape—
such as soil, grass, or asphalt—and storm drainage capacity are all factors that contribute to flash 
flooding. Flash floods cause rainwater and sewage to flood basements and streets. Flash floods 
can occur at any time of the year, even when river elevations are normal. Additional hurricane 
season threats include tidal flooding, winds, and tornadoes.

Although the historic July 8 storm was not hurricane-related, it stands as an example of flash
flooding impacts to critical infrastructure. Three to seven inches of rain fell in just an hour,
impacting multiple transportation networks.

• Multiple water rescues on roadways, notably on Canal Road in the District of Columbia.
• Rushing stream water collapsed a roadway in a residential area in Potomac, Maryland. 
• Overwhelmed drainage systems caused water to cascade from the ceiling at Virginia 

Square Metro in Arlington, Virginia.
 

Residents and businesses should check to see if they are in a potential flood zone and learn how to 
prepare for hurricanes. Also see NTIC’s Atlantic Hurricane Outlook and Flooding Threat in DC.

• ReadyDC: Flooding – What to Do Before, During, and After
• Maryland Emergency Management Agency
• Virginia Department of Emergency Management – Flood Safety
• NWS Forecast Office Baltimore/Washington
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