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Dear District Educators:  
 
Earlier this year, Mayor Bowser asked the DC Homeland Security and Emergency Management 
Agency (HSEMA) to work with District of Columbia Public Schools, DC Public Charter 
Schools, and the Metropolitan Police Department (MPD) to evaluate the overall preparedness 
posture of our District’s schools.  
 
School administrators and teachers are focused the education and safety of our students. Over the 
years, DCPS has used the Emergency and Safety Alliance (ESA) to bolster preparedness for 
schools, staff, and students.  
 
As a member of ESA, HSEMA is launching a new tool to help secure our schools—a resource 
packet highlighting threats to students and school employees. During the upcoming school year 
and in coordination with our partners, HSEMA’s intelligence bureau—the Washington Regional 
Threat Analysis Center (WRTAC)—will disseminate the school resource packets highlighting 
threat issues for students and personnel. These packets will raise awareness of emerging issues, 
safety trends, and available resources. The WRTAC, in coordination with many partners, reviews 
emerging terror, crime, and health threats in the District, National Capital Region, and 
throughout the United States to provide situational awareness.  
 
You are encouraged to actively participate in topics provided in this school resource packet 
initiative by providing feedback and emailing requests for product topics to 
WRTAC.AnalysisCenter@dc.gov.   
 
I’m a father of three school-aged children, so for me, this is personal. The safety and security of 
our children and school staff is of the utmost importance to us. My team pledges to empower you 
with timely and relevant information. 
 
We look forward to your partnership during the upcoming year. 
 
Respectfully, 
 
 
 
Dr. Christopher Rodriguez 
Director  
 
 

mailto:WRTAC.AnalysisCenter@dc.gov
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Be Aware of Sex Trafficking Indicators 
Sex trafficking is widely underreported due to the lack of awareness surrounding the crime, 
but school staff are uniquely positioned to witness and report possible indicators to law 
enforcement. Traffickers frequently target runaway and homeless youth, as well as victims of 
domestic violence, sexual assault, and social discrimination.  

 

• Of the 25,000 runaways nationwide in 2017, one in seven likely became a victim of sex 
trafficking, according to the National Center for Missing & Exploited Children 
(NCMEC). Nearly 90 percent of those children were in the care of social services when 
they went missing.  
 

• While District data is limited, the WRTAC assesses the number of sex trafficking victims 
in DC is higher than those officially reported due to the underground nature of the crime. 
For example, only 18 child-trafficking arrests have been made in the District since 2012. 
Most of these victims were black females in their teens and 20s, according to DC’s 
Criminal Justice Coordinating Council. 

 

 

Additional Resources: 
• Human Trafficking Awareness for Educators  
• Human Trafficking 101 for School Administrators and Staff 

  

Sex Trafficking Indicators  
While no single indicator confirms child sex trafficking, the presence of several raises the likelihood 

of child exploitation. 
• Hanging out with older males—often referred to as “boyfriend” or “daddy”; 
• Having money and gifts, particularly cellphones; 
• Frequently running away from school and home; 
• Being on the street unsupervised at night; 
• Appearing malnourished or having poor physical/dental health; 
• Lacking documentation/identification; 
• Avoiding social interaction and authority figures (i.e. school resource officers); 
• Possessing a hotel/motel key card; 
• Dressing inappropriately for their surroundings and/or the weather; and  
• Acting in scripted or rehearsed manner and/or avoiding eye contact.  

Report Suspicious Activity  
• To report immediate threats or emergencies call 911 and include your designated School Resource Officer. 
• To report in progress non-emergency suspicious activity or behavior, call (202)727-9099 or report online 

at iWATCH. 
• To report a human trafficking incident, call the MPD/FBI Child Exploitation Task Force at (202)576-

6768.  

https://humantraffickinghotline.org/resources/human-trafficking-awareness-educators
https://www2.ed.gov/about/offices/list/oese/oshs/humantraffickin101-schladmin.pdf?utm_source=FindYouthInfo.gov&utm_medium=Federal-Links&utm_campaign=Reports-and-Resources
https://iwatchdc.org/?site=dc
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Common suicide myths, according 
to a non-profit foundation that 

specializes in youth suicide: 
 

“People who talk about suicide 
won’t really do it.” 

 

“If a person is determined to kill 
him/herself, nothing is going to 

stop him/her.” 
 

“Talking about suicide may give 
someone the idea.” 

 

“People who attempt suicide and 
do not complete suicide are just 

trying to get attention and are not 
really serious.” 

Increase in Teen Suicide in the District 
 
The Centers for Disease Control and Prevention (CDC) 
recently released a report highlighting a 16 percent 
increase in suicide, including youth suicide, in the 
District. In the US, suicide is the third leading cause of 
death among school age youth, resulting in 4,600 deaths 
each year.  
 

• Factors that often contribute to teen suicide 
include issues involving romantic relationships, 
substance use, physical health, and family stress.  

 

• Nationally, males are more likely than females to 
die from suicide. Of the reported suicides from 
pre-teens and young adults, 81 percent of the 
deaths were males and 19 percent were females, 
according to the CDC. 

 
• Bullying is one of the leading factors that contributes to youth suicide. In January, 

bullying caused a 12-year-old girl to commit suicide at a southeast school in the District, 
according to the victim’s mother.   

 
Additional Resources: 

• District of Columbia Public Schools: Mental Health Resources 
• Society for the Prevention of Teen Suicide: Resources for Educators  

  

 Youth Suicide Indicators & Risk Factors 
Youth who are contemplating suicide frequently give warning signs of their distress. School officials 
are in a key position to witness these warning signs, coordinate with school resource officers, and report 

suspicious behavior. Below are the warning signs of suicide and the risk factors that can increase the 
possibility of youth suicide. 

Warning signs include, but are not limited, to: 
• Talking about suicide & preoccupation 

with death; 
• Making statements about feeling hopeless, 

helpless, or worthless; 
• Causing self-inflicted injuries; 
• Becoming increasingly depressed;  
• Taking unnecessary risks or exhibiting 

self-destructive behavior; 
• Exhibiting out-of-character behavior; 
• Losing interest in hobbies; and 
• Giving prized possessions away. 

Risk factors include, but are not limited, to: 
• Perfectionist personalities; 
• LGBTQIA youth; 
• Youth with learning disabilities;  
• Students without a support system; 
• Youth with low self- esteem; 
• Youth with a history of abused and/or 

neglect; 
• Genetic predisposition for depression; 
• Parental history of violence, substance 

abuse; and/or divorce. 

https://dcps.dc.gov/page/additional-mental-health-resources
http://www.sptsusa.org/educators/
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Teen Use of E-Cigarettes  
Teens are increasingly using e-cigarette devices due to the ready availability and easy 
concealment of these products. E-cigarettes have become roughly a $1 billion industry in the 
US. According to the National Institute of Drug Abuse (NIDA), 9.5% of 8th graders have used e-
cigarettes in the past month, compared to 3.6% who had smoked cigarettes.  
 

• “Vaping” products are easily found at 
local gas stations, bodegas, and “head 
shops”—stores that sell drug-related 
paraphernalia. Teens can also purchase 
e-cigarettes online and from second-hand 
sellers on the street—including at metro 
stops and schools—without showing 
proof of age.   

 
• E-cigarette devices, which can also be used to smoke illicit substances, are easily 

concealed and often resemble pens or USB drives. They produce minimal vapor fumes 
and smell like fruit or other flavorings, allowing users to smoke indoors undetected.  

 
E-cigarettes are the most popular method for consuming synthetic marijuana—lab-made 
chemicals designed to mimic the effects of regular marijuana, including K2, Flakka, and 
Spice. Synthetic marijuana chemicals are often sold as a vaping liquid and more potent than 
regular marijuana, causing complications ranging from kidney damage to substance-induced 
psychosis. 
 

• NIDA found 3.7% of 12th graders had used synthetic marijuana in 2017. With the 
increase in popularity and availability of these devices, it is likely the number of younger 
users will increase over time, according to the Center for Disease Control and Prevention 
(CDC).  

 
• Over the last five years, the use of e-cigarettes to smoke illicit substances has led to an 

increase in overdoses across the US, according to the CDC. In New York and Chicago, 
for example, over 100 people have overdosed—including two people who have died—
from smoking synthetic marijuana since May, according to press.  

 
Additional Resources: 

• E-Cigarettes: What You Need to Know Teacher’s Guide  
• Stanford Medicine Tobacco Prevention Toolkit: Modules for Tobacco & Nicotine 

Education 
• E-Cigarette Use Among Youth and Young Adults: A Report of the Surgeon General  

 
  

One example of an e-cigarette “vaping” device. 

http://headsup.scholastic.com/teachers/lesson-e-cigarettes-what-you-need-to-know
https://med.stanford.edu/tobaccopreventiontoolkit/E-Cigs.html
https://med.stanford.edu/tobaccopreventiontoolkit/E-Cigs.html
https://e-cigarettes.surgeongeneral.gov/documents/2016_SGR_Fact_Sheet_508.pdf
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Phishing Attacks Target Education Sector 
School-issued email accounts are attractive targets for phishing campaigns designed to obtain 
recipients’ sensitive, personal information such as login credentials, Social Security numbers, 
and banking information. Phishing emails in these campaigns either closely resemble emails 
sent by legitimate organizations or appear to originate from the account of someone the recipient 
knows, such as a professional colleague or a personal contact. Phishing campaigns conducted 
against school faculty and staff during busy times—such as at the beginning of the school year—
can be particularly effective since recipients are likely to be less suspicious of new emails and 
hectic schedules may prevent them from thoroughly scrutinizing their emails. Successful 
phishing attacks can result in financial loss, identity theft, and compromised computer networks.  
 

• In February 2017, the Internal Revenue Service (IRS) issued an alert stating that the 
Form W-2 phishing scam had begun to impact school districts, among other sectors. 

 
• In November 2017, an unidentified cyber threat actor used a phishing campaign to target 

Maryland public schools and redirect the paychecks of 36 school employees to a bank 
account operated by the criminal, resulting in the theft of approximately $57,000.  

 
• According to a 2017 business technology report, students attending college were targeted 

by emails from a fraudulent student loan organization attempting to obtain personal, 
sensitive information. 

 

Additional Resources: 
• OCTO:  How to Recognize and Protect Yourself from Phishing Scams 
• Cybersecurity Tips from the Office of the Chief Technology Officer 

How to Protect Your Online Safety 
Always report/forward all suspicious emails to the Office of the Chief Technology Officer 

Security Operations Center (OCTO) at phishing@dc.gov. 

• If possible, avoid opening suspicious emails. If you were not expecting an email from a 
sender, or the subject line seems unusual or out of character, contact the sender by another 
method and verify the legitimacy of the email before opening it. 

• Do not download or open attachments from unexpected emails. Attachments may contain 
malicious scripts designed to install malware onto your computer. 

• Never click links included in suspicious or unexpected emails. Links embedded within 
phishing messages often direct recipients to fraudulent websites designed to steal login 
credentials, personal information, or infect computers and devices with malware. 

• Do not reply to the sender. Ignore any requests the sender may solicit and do not call phone 
numbers provided in the message. Do not click any links labeled “unsubscribe” as it only 
serves to validate your email address with the sender and may result in more emails. 

• Report it. Help others avoid phishing attempts. 
• Clicked the link?  Don’t worry, it’s not too late! Please contact the OCTO Security 

Operations Center at phishing@dc.gov if you clicked on a link or opened an attachment in a 
suspected phishing email. 

https://octo.dc.gov/blog/how-recognize-and-protect-yourself-phishing-scams
https://octo.dc.gov/cybersecurity
mailto:phishing@dc.gov
mailto:phishing@dc.gov
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